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SUMMARY

Digital Forensics, Incident Response (DFIR) and eDiscovery (ED) professional with 9+ years of experience across Big 4
consulting environments (Deloitte, PwC), owning investigation strategy, forensic methodology, and end-to-end delivery for cyber
investigations and litigation support engagements under strict SLA and regulatory timelines. Deep hands-on expertise across the
full forensic lifecycle — acquisition, imaging, analysis, correlation, and court-admissible reporting — across enterprise, cloud
(AWS, Azure, GCP), mobile, and air-gapped environments, with direct working knowledge of the leading forensic platforms
(EnCase, FTK, X-Ways, Cellebrite UFED, Magnet AXIOM). Regularly leads technical scoping, proposal development, and RFP
responses for forensic and IR engagements, translating investigative and legal requirements into clear deliverables, timelines, and
success criteria for clients, legal counsel, and cross-functional stakeholders. Experienced people leader who has built and driven
adoption of a Python-based forensic automation tool end-to-end, and who leads and mentors forensic teams on standardized,
defensible workflows. Founder background (CTO, Web3/blockchain) adds first-hand technical architecture and product-delivery
experience outside the consulting environment. Certified Ethical Hacker (CEH) and RedHat Certified System Administrator
(RHCSA).

EXPERIENCE

Deloitte (DTTILLP)

Deputy Manager » Gurugram, HR 06/2026 - Present

e Promoted to Deputy Manager in recognition of consistent delivery on high-complexity digital forensics, incident
response, and eDiscovery (ED) engagements, and demonstrated readiness to own broader client and delivery
responsibility.

e Own end-to-end delivery of digital forensics and incident response (IR) engagements, setting investigation strategy,
quality standards, and defensible forensic methodology across concurrent client cases.

e Lead technical scoping, proposal development, and RFP responses for forensic and IR engagements — defining
deliverables, timelines, and SLAs in partnership with legal, risk, and client stakeholders.

e Act as senior client point of contact for forensic and eDiscovery engagements, translating technical findings into
actionable, business-relevant reporting for legal counsel and corporate stakeholders.

e Lead, mentor, and upskill a team of forensic analysts, driving adoption of automation and standardized forensic
workflows to improve turnaround time and evidentiary consistency.

e Partner with cross-functional legal, risk, and cybersecurity teams to scope engagements, manage SLAs, and ensure
regulatory and forensic compliance across matters.

Assistant Manager * Gurugram, HR 1072023 - 05/2026

e Led and executed end-to-end digital forensic investigations and eDiscovery (ED) projects, including data collection,
processing, and analysis, ensuring forensic integrity and chain of custody across multiple concurrent cases.

e Served as primary client liaison for forensic engagements, delivering clear and actionable forensic reports and managing
client requests for forensic analysis, data review, and strategic remediation guidance.

e Defined requirements for and built a Python-based automation tool integrating multiple antivirus engines end-to-end,
driving team adoption and improving the speed and consistency of digital evidence triage.

e Utilized Nuix and advanced eDiscovery/forensic platforms to process large data volumes, performing de-duplication,
DE-NISTing, and keyword/date-range filtering to support efficient legal review.

e Conducted comprehensive forensic examinations of computers, mobile devices, network logs, and cloud environments
(AWS, Azure, GCP), identifying unauthorized access, data exfiltration, and cyber threats.

e Maintained rigorous chain of custody for all digital evidence collected during investigations, ensuring integrity and legal
admissibility of findings in litigation and regulatory contexts.

e Managed and mentored a team of junior forensic professionals, providing technical guidance on digital forensics and
eDiscovery best practices.



Waxvapour Labs Pvt. Ltd.

Co-Founder & Chief Technology Officer * Gurugram, HR 02/2022 - 08/2023

e Owned all technical strategy and architecture for the business as co-founder and CTO, spanning web development,
systems administration, and technical team management.

e Directed delivery of Web3 and blockchain-enabled projects, applying project management discipline to bring complex,
multi-stakeholder technical builds to completion.

e Built and maintained strong client relationships, translating technical roadmaps into business outcomes and proactively
resolving client concerns.

PricewaterhouseCoopers (PwC)

Specialist * Gurugram, HR 09/2019 - 01/2022

e Specialized in Digital Forensics and eDiscovery, supporting investigations related to fraud, cyber incidents, and
regulatory compliance for enterprise clients.

e Conducted forensic data collections from enterprise environments, Microsoft Exchange, Google Workspace, and cloud
sources using defensible, court-ready methodologies.

e Performed timeline analysis and root cause analysis of compromised systems to reconstruct cyber incidents and identify
attack vectors.

e Provided technical expertise in forensic imaging, data carving, and file signature analysis, producing forensic reports
documenting findings and recommendations.

e Supported Incident Response (IR) engagements, analyzing firewall logs, load balancer logs, and network traffic to detect
security breaches and unauthorized data access.

CyberImmersions Forensic Solutions Pvt. Ltd.

Technology Analyst « New Delhi, Delhi 05/2017 - 09/2019

e Supported digital forensic investigations tied to active legal matters, gaining hands-on exposure to forensic evidence
handling within legal proceedings.

e Delivered technical support across web development, server administration, and network maintenance for internal and
client-facing systems.

e Conducted applied research in cyber forensics and administered Linux servers, building a strong technical foundation in
systems and security.

SKILLS

Digital Forensics & Incident Response: Forensic imaging & data acquisition, malware analysis & automation, root cause &
timeline analysis, chain of custody management, cloud forensics (AWS, Azure, GCP), mobile & endpoint forensics, air-gapped
system analysis

eDiscovery & Litigation Support: Large-scale data processing, de-duplication & DE-NISTing, early case assessment, keyword
& date-range filtering, defensible collection methodologies, legal & regulatory collaboration

Cybersecurity: Threat & log analysis (firewall, load balancer, network traffic), unauthorized access & data exfiltration detection,
security incident reporting, risk & compliance support

Engagement Strategy & Client Management: Technical scoping, proposal development & RFP response, team leadership &
mentoring, client relationship management, cross-functional stakeholder collaboration, project & SLA management, executive-
level reporting

Technical & Programming: Python automation & scripting, Linux systems administration, web development, Web3 &
blockchain fundamentals, forensic tool integration

TOOLS

EnCase Forensics, Vound Intella, Nuix Workstation, TD3, CrowdStrike Falcon, FTK, GuyMager, X-Ways Forensics, Cellebrite
UFED, Oxygen Forensic Toolkit, Magnet AXIOM Cyber, Eric Zimmerman Tools, KAPE, OSForensics, Passware Kit Forensics

EDUCATION

Maharashtra Institute of Technology

PGDIT (Post Graduate Diploma in Information Technology) * Pune, Maharashtra 05/2019
Coursework in data analysis, programming, database management, and information security, including collaborative research
projects in applied IT and security.



Vikramaditya College
Bachelor of Commerce * Bhopal, MP 05/2017

Foundation in business principles, financial analysis, and economics, with coursework in marketing, accounting, and
management.

CERTIFICATES

Certified Ethical Hacker (CEH) — Cert. ID ECC30745132830

RedHat Certified System Administrator (RHCSA) — Cert. ID 160-135-372
BrainSpace Certified Administrator — Cert. ID 16809568

Autopsy Training — Cert. ID 16233247



